NTDS.

[ENT] TAG

6 Credential Access

[ENT T1003.003 NTDS

Collection of NTD

it and System Hives.

Exploit Public-Facing Application Brute Force
[ENTI TAOOO1 il Access. ENT] TADOOS Credentil Access

[ENTI T1190 Explolt Public-Facing [ENT] T1110 Brute Force

Appication ——
Domain  Loca SSLYPN Credentialaccess
CVE-2023-20260 ssser ssser | e
Cisco ASA Sonicwall SSLVPN S o —
CVE-2024-40766
eI Between 2023 10 late 2024 e R—— s
CVE-2020-3259 AP 2025 o Present day
| ssser
ORSS: Veeam
[ENTI TAD0O4 Privige Escalation
[ENT) T1068 Explotaton forPrviege
Escatation
xcrion rerion
Brute Force Taeaiorene Veeam Vulnerabity Exploited for account
ceation
IE L [ENT] TAOOT! Command and Control Certain

[ENT] T1110 Brute Force

Domain Credential access.

Acrion
05 Credenti:

| Dumping

[ENT] TAOOOG Credential Access

[ENT] T1003 OS Credential Dumping

Local LSASS.

[ENT] T1219 Remote Access Tools
RDP from SSL VPN to Hypervisor, DC of Flle
Server

Remote Services

[ENT] TAOOOB Lateral Movement
[ENT] T1021 Remote Services.

Acrion ROP from SSL VPN t0 Veeam
Remote Access Tools e

[ENT] TAOO11 Command and Control

(ENT] T1219 Remote Access Tools
Acrion

oescapmon Ingress Tool Transfer

Most Common Anydesk instal

Certain [ENT] TAOOT1 Command and Control

[ENTI TH105 Ingress Tool Transfer

Ingress Tool Transfer

(ENT] TAOOT1 Command and Coniol

[ENT] T1105 Ingress Tool Transfer

[ENT] TA0O0S Credential Access

(ENTI T1555 Credentials from Password
Stores.

The use of Veeam-Get-Creds.ps1 or variant.

Acrion VeeamHax.exe

[ENT] TA0DO7 Discovery

Nitest /dclist

Exfiltration to Cloud Storage

[ENT] TAQO10 Exfitation

[ENT] T1567.002 Exfitration to Cloud
Storage

Disable or Modify Tools

[ENT] TA0OOS Defense Evasion

[ENT] T1562.001 Disable or Modify Tools
Microsoft Defender disabled /inhibted. AV.
removed.

[ENT] TA0DO7 Discovery

[ENT] T1013 Remote System Discovery

Certain

[ENT] TA0DO7 Discovery

soeTage
[ENT] T1046 Network Service Discovery Advanced IP Scanner

soruase
Advanced Port Scanner
Netscan
OR
AcTTo
Archive via prs
WinRAR
[ENTI TAG09 Collection
[ENTI T1560.001 Archive Gz
WinRAR or 7-Zip
Relone scrion
Exfiltration Over Alternative
Protocol
sorruaRe —
nech [ENT] TAOOTO Exfiration
[ENTI T1048 Exfitration Over Alternative
sormage Protocol
Filezilla
Bitvise SSH Client
Acrion
Remote Services

[ENT] TAOOOS Lateral Movement

[ENT] T1021 Remote Services.

Disk Wipe
[ENTI TADD40 Impact

[ENT] TI561 Disk Wipe

Action Format of NAS devices / Backups
Data Encrypted for Impact

[ENT] TA0O40 Impact

e woser || psser
[ENT] T1486 Data Encrypted for Impact LS VT

asser asser asser asser

Physical Windows OS. Hyper-V Hypervisor ESXi Hypervisor NAS

NOTE Fue Fue
akira_readme.txt *.akira

VonERaBILITY
CVE-2023-27532

CVE-2024-40711

oo
Veeam-Get-Creds.ps1

hitps://github.com/sadshade/veeam-creds

VeeamHax.exe

hitps://github,com/sadshadelveeam-creds

The following names for the ransomware.
payload have been identified usually with
Short names that are generic across mulipie
Incidents. w.exe, akira.exe, ck exe, lock.oxe,
locker.exe, p.exe, n.exe, s.exe, akiexe,
win.exe, esx, winlocker.exe and hell.exe.




